OBITAS

—

CYBER APPLICATION

an Aviva company

PART 1A: BROKER INFORMATION

Brokerage Broker Contact

Email Telephone

PART 1B: BUSINESS DETAILS

1.1 YOUR BUSINESS

Please include details of all subsidiary companies that are to be insured by this proposal.

Business Name

(Please include all subsidiary
companies to be insured)

Principal Address

Year Established Number of Employees

Website URL

Are you a subsidiary of an overseas parent entity? O Yes O No
Have you acquired any entity in the past 24 months? O Yes O No

Please provide a description of your business activities (including all subsidiary companies listed above):

1.2 FINANCIAL INFORMATION

Annual Revenue Previous Financial Current Year Next Year
(including CCY) Year (Estimated) (Estimated)

Canada

USA

Rest of the World
TOTAL

1.3 INFRASTRUCTURE INFORMATION

Within your organization, what is the approximate number of:

Servers

Endpoints
canada@probitasi492.com 300 - 181 University Ave. Toronto, ON Probitas1492.com
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PART 2: CYBER SECURITY INFORMATION

2.1 INFORMATION SECURITY ORGANIZATION
Do you have a Data Protection Officer or someone in charge of Data Security? O Yes O No
Do you administer a corporate wide policy governing security, privacy and acceptable use of 0 Yes O No
company property for all employees?
2.2 IDENTITY AND ACCESS MANAGEMENT
Which of the following do you use for Directory Services?
MinO_SOﬂ Active | Active Directory Azure Active Google Okta Don't
Directory Federated Directory (Azure Workspace know/Other
Services (AFDS) AD)
Which of the following tools do you use for Identity Services?
MinO_SOﬂ Active | Active Directory Azure Active Google Okta Don't
Directory Federated Directory Workspace know/Other
Services (AFDS) (Azure AD)
How do employees authenticate to remotely access your network?
No remote access granted Multi Factor Single Factor Multi Factor
Authentication for part of Authentication Authentication with no
the network but not all exceptions
How do 3" Parties/Vendors authenticate to remotely access your network?
No remote access granted Multi Factor Single Factor Multi Factor
Authentication for part of Authentication Authentication with no
the network but not all exceptions

How many active accounts do you have in the following categories?

Domain Admin Accounts

Privileged Services Accounts

Persistent Admin access to workstation/server

canada@probitasi492.com
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How do you protect user accounts with Privileged Access?

require MFA

Privileged accounts

Managed Security
Provider configures
settings

Privileged accounts
are managed via a
PAM Solution

Privileged accounts
can only be used
from workstations

with no internet
access

Don’t Know

[]

[ ]

[]

[]

[]

Other - please detail

L]

2.3 TRAINING

Do you undertake (at least annually)?
Cyber security training for your employees O Yes O No
Phishing simulations O Yes O No

24 ASSET MANAGEMENT

Do you have an inventory of all the assets including hardware, software & loT devices used within your network?

A defined and documented list of all assets O Yes O No
A defined and documented list tied by importance to the business operations O Yes O No
None of the listed actions/Other — please detail |:|
Don’t Know |:|
How frequently is the inventory list updated
Automatically Annually Bi annually Quarterly Never Don’t know

[] [] [] []

[]

[]

How do you identify if systems, applications or software requires updating?

We use a vulnerability scanning program which manages vulnerabilities across the enterprise O
We use external penetration tests O
We rely on our Managed Service Provider to alert us O
Don’t Know O
Other - please detalil |:|

How long do you take to apply high priority vendor patches?
Within 24 hours 24 — 72 hours 3 — 7 days 7 — 29 days >= 30 days We don’t patch

L] L] L] L]

L

Other — please detail
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How much of your network is running without ongoing support?

None; all assets are running on the latest vendor versions

All our critical infrastructure runs on the latest version, but we have some (=< 15%) unsupported
infrastructure

We have unsupported infrastructure (=>15%) in our enterprise with mitigating controls

We have unsupported infrastructure (=>15%) in our enterprise without any mitigating controls

Our Managed Service Provider manages this aspect of our enterprise

Don’t know

NN N O

2.5 EMAIL SECURITY

Please confirm that an email filtering system is used, and that the system is activated for all O Yes
accounts?

O No

Does the email filter provide the following protections:

Screenings for malicious attachments/links |:| Quarantine service

Reputation checks [] Email fraud defence (DMARC)

L]

26 SECURITY MONITORING

Do you have a Security Operations Program in place across your network?

No, we have no way of monitoring our network

Yes, we have an internal SOC with 24/7 monitoring

Yes, we have a Security Operations Centre (SOC) but it's not 24/7 (either internal or externally
provided)

Yes, we have an external SOC with 24/7 monitoring

Don’t Know

If yes to the above, do you ingest and analyse security logs from your Domain O Yes
Controllers?

How long do you retain logs for?

Less than 30 days 30 — 59 days 60 — 89 days 90 days or more Don’'t Know

Do you use an endpoint detection and response tool? O Yes

O No

Please name Vendor:
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2.7 INCIDENT RESPONSE AND BUSINESS CONTINUITY

Do you have a documented and tested Incident Response Plan?

No, we don't have a documented Incident Response Plan

Yes, we have a documented Incident Response Plan

Yes, we have a documented Incident Response Plan and it was tested in the last 12 months

Yes, but we rely on our Managed Services Provider to invoke the plan

Don’t Know

How long does it take you to triage and contain security incidents?

<30 minutes 30 mins — 2 hours 2 — 8 hours 8 hours — 3 days >3 days Don’t know
How long would it take you to restore the critical elements of your IT network?
<5 hours 5—12 hours 12 — 24 hours 1—7 days >7 days Don’t know

Do you have a documented and tested Disaster Recovery Plan?

No, we don't have a documented Disaster Recovery Plan

Yes, we have a documented Disaster Recovery Plan

Yes, we have a documented Disaster Recovery Plan and it was tested in the last 12 months

Yes, but we rely on our Managed Services Provider to invoke the plan

Don’t Know

Where do you hold your backups?

We don’t back up

We have offline backups stored onsite.

We have offline back ups stored offsite.

We back up daily to Cloud infrastructure or an alternate site

We keep our back ups isolated and separate from our production domain

Our back ups are immutable

Don’t Know
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2.8 DATA MANAGEMENT

Do you have a Privacy Policy? O Yes O No
When was the Policy last reviewed?
How many records do you hold in the following categories?
Canada USA Rest of World
Personal Information
Sensitive Information
Financial Information
Health Information
Employee Information
3" Party Corporate Information
Do you encrypt you data?
We don't encrypt our data
All sensitive data is encrypted while in transit
All our sensitive data at rest is encrypted |_|
All sensitive data on portable devices (phones, laptops and tablets) is encrypted
Don’t Know
Do you have a data retention and destruction policy?
No
Yes, we have a data retention policy only
Yes, we have a data retention and destruction policy
Yes, we have a data retention and destruction policy and purge unnecessary data at least annually
Don’t Know
Which 3rd parties do you share data with?
Please detail your compliance with the any applicable privacy and security regulations;
Regulation Compliance If No, please provide details
PCI-DSS; PIPEDA; GDPR; HIPPA;
DORA; Other (free text)
OYes CONo ON/A
OYes CONo OON/A
OYes CONo OON/A
OYes CONo ON/A
canada@probitas1492.com 300 - 181 University Ave. Toronto, ON Probitas1492.com
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29 OUTSOURCED SERVICE PROVIDERS

Please detail all elements of your IT operation outsourced to 3rd Parties:

Outsourced Service Service Provider

Data Centre Hosting

Cloud Computing

Offsite Backup & Storage

Network Management

Managed Services Provider

Desktop Management

Payment Processing
Other

How often do you review/audit your engagement with Qutsourced 3™ Parties?
Never Bi Annually Annually

Other — please detail

PART 3: CYBER CRIME

Do you have procedures in place to verify the receipt of inventory, supplies, goods or O Yes O No
services (including new instructions and changes to existing instructions) against an invoice
prior to paying a vendor?

Do you require dual authorizations for payment or initiation of funds transfer over $5,000? O Yes O No

Does the insured have procedures in place to verify changes to banking information with a O Yes O No
pre-determined phone number prior to making changes?

If No, how does the insured verify the authenticity of vendors requests to change banking information?

Please add any relevant information:
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PART 4: PREVIOUS CLAIMS OR KNOWN CIRCUMSTANCES

In the past five years, have you suffered any of the following:

The unauthorized disclosure or transmission of any confidential information for which you O Yes O No
are responsible.

Any intrusion of, unauthorized access to, or unauthorized use of your computer system O Yes O No
Any accidental, negligent or unintentional act or failure to act by any employee or an O Yes O No

employee of an Outsourced Service Provider whilst operating, maintaining or upgrading
your computer system

The suspension or degradation of your computer system for longer than 8 hours O Yes O No
The inability to access your data due to such data being deleted, damaged, corrupted, O Yes O No
altered or lost

Receipt of an extortion demand or security event O Yes O No
Receipt of a claim in respect to anything noted in 1 — 6 above O Yes O No
Any formal or informal action, investigation, inquiry or audit by a regulator arising out of your | [0 Yes O No

use, control, collection, storing, processing or mishandling of personal information

PART 5: PRIVACY

The Intermediary, if providing Probitas 1492 with personal information about individuals, will comply with all relevant
obligations under the Canadian Privacy Act, including having made or making the individual(s) aware that their personal
information will be disclosed to Probitas 1492 and handled in accordance with Probitas 1492 Privacy Policy
(https://probitas1492.com/privacy-policy-probitas-Canada/)

| authorize you to collect, use and disclose personal information as permitted by law, in connection with your commercial
insurance policy or a renewal, extension or variation thereof, for the purposes necessary to assess the risk, investigate
and settle claims, and detect and prevent fraud, such as credit information, and claims history.

PART 6: IMPORTANT NOTICE

By signing this form, you agree that the information provided is both accurate and complete and that you have made
all reasonable attempts to ensure this is the case by asking the appropriate people within your business. Probitas
1492 will use this information solely for the purposes of providing insurance services and may share your data with
third parties in order to do this. We may also use anonymized elements of your data for the analysis of industry trends
and to provide benchmarking data.

Date: Applicant Signature:

Name: Position:

Additional Information

This is only an application and does not constitute an insurance policy. Insurance shall become effective only on
issuance of a policy or written binder specifically authorized by the company or agency. Quotations will be based upon
the information provided and the applicant warrants information provided is correct.
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PART 7: GLOSSARY OF TERMS

Active Directory

Active Directory Federated
Services

Directory Services

Disaster Recovery Plan

Domain Admin Accounts

Domain Controllers (DC)

Identity Services

Incident Response Plan

Managed Security Provider

Multifactor Authentication
(MFA)

PAM Solution

Persistent Admin Access

Privileged Service Accounts

Security Operations Centre
(SOC)

Security Operations Program

Single Factor Authentication
(SFA)

canada@probitasi492.com

a network service that identifies all resources on a network and makes them
accessible to users and applications.

software designed by Microsoft for the Windows operating system that
provides users with a single sign-on for all applications and access points
throughout the organization.

the software systems used to store, organize and provide access to resources
across your network.

a comprehensive plan used by a business to reinstate or resume operations
once a cyber security event has taken place.

accounts which allow authorized users to change and add users to resources
such as applications and systems.

the centrepiece of an Active Directory. The DC is the server responsible for
managing network and identity security requests ensuring the user is
authorized to access the resources in the domain.

the software systems used to grant or deny user access to resources across
your network

a comprehensive plan used by a business to guide its response to cyber
security threats or incidents.

the outsourcing of business IT requirements (networking, infrastructure setup,
security services, etc) and functions to a 3" party IT service provider.

is @ means of security in which access to a digital or physical resource requires
more than one validation procedure. MFA usually requires knowledge of a
password or PIN and possessing a passcode generated by a device separate
from the one being accessed.

Privileged Access Management software designed to manage, monitor and
audit privileged domain and service accounts against unauthorized access or
misuse.

user accounts which have been granted administrative privileges on one or
more systems within a network or enterprise.

local or domain accounts that are used by an application or service to interact
with the operating system. This could include Domain Admin privileges.

a team or business unit responsible for the ongoing management of the
Security Operations Program. Usually provided on a round-the-clock basis
internally within an organization or outsourced to a 3™ party.

a means of monitoring, detecting, analysing and responding to threats and
security incidents which may affect the IT network.

is @ means of security in which access to a digital or physical resource requires
only one validation procedure. SFA usually requires knowledge of a password
or PIN only.
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